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During the past few years, discussions in Washington, D.C. have intensified

over the battle to modernize the Federal Government’s information technology
(IT) systems. In May 2016, Representative Jason Chaffetz—Chairman of the
Committee on Oversight and Government Reform in the U.S. House of
Representatives—boldly stated that American “[t]axpayers deserve a govern-
ment that leverages technology to serve them, rather than one that deploys
unsecured, decades-old technology that places their sensitive and personal in-
formation at risk.”" Within six months of coming into office, President Trump
issued an Executive Order calling on the Government to “transform and mod-
ernize [Government] information technology and how [the Government] uses
and delivers digital services.”? These sweeping proclamations sound an increas-
ingly familiar tune, often whistled by those who work for Uncle Sam at the
highest levels—old technology wastes taxpayers dollars and leaves the Govern-
ment more susceptible to cyberattacks.® In fact, from 2006 through 2015, the
number of reported security incidents in federal agencies increased by an
astounding 1,303%.* Against this alarming backdrop, the Government has
grown ever more reliant upon commercial companies to assist in modernizing
its IT systems.

The key to that commercial reliance has been, and continues to be, the Gen-
eral Services Administration (GSA) Multiple Award Schedules Program. In the
often complex world of Government procurements, Multiple Award Schedules
are important tools that facilitate the Government’s goals—codified in statutes
and regulations—of conducting market research and promoting a preference for
commercial items.®> GSA Schedules are intended to streamline and simplify the
procurement process while providing access to a wide range of commonly used

commercial items through a large selection of qualified suppliers.® Of course,
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words like “streamline” and “simplify” are not only meant
to attract Government purchasing professionals, but also
commercial suppliers that may not otherwise conduct busi-
ness with the Government. One such schedule, IT Schedule
70 (Schedule 70), is particularly adept at attracting purchas-
ers and suppliers because it is intended to deliver “federal,
state, and local customer agencies the tools and expertise
needed to shorten procurement cycles, ensure compliance,
and obtain the best value for innovative technology products,
services, and solutions.”” The schedule boasts that with over
7.5 million products and services from over 4,600 pre-
vetted vendors” it is able to reduce Government “buying
cycles by up to 50 percent over open market.”® As of the
date of this publication, Schedule 70 has successfully at-
tracted commercial suppliers and is becoming “by far the
most utilized GSA Schedule” in all of the Government.® For
example, Schedule 70 sales totaled a whopping $14.6 bil-
lion in 2015 alone—more than double the next most utilized
vehicle.1®

The Government’s focus on industry, however, presents a
unique problem for contractors. In particular, contractors
may quickly find themselves fencing away hackers and the
threats they pose to Government and contractor IT systems
with one hand, while simultaneously defending against
threats of False Claims Act litigation and contract termina-
tion with the other hand." This BRIEFING PapER addresses the
increasingly complex battlefield that commercial companies
must navigate when they participate in the Government’s
acquisition of IT products and services, especially in the
face of cybersecurity threats and the constantly evolving IT
market, while also providing risk mitigation strategies for
participating in IT acquisitions.

“A Crisis Bigger Than Y2K”*

Maintaining the Government’s aging IT systems is costly

and risky."® Unlike the “Year 2000 (Y2K) problem,” where
the Government anticipated a crisis with a date certain in
mind (i.e., December 31, 1999), the Government currently
faces a “ticking time bomb” that could go off at any time, as
security concerns grow and efforts to secure the Govern-
ment’s antiquated IT systems become more difficult and
more costly with each passing day.

Modernizing Federal IT Systems

The Federal Information Technology Acquisition Reform
Act (FITARA) of 2014 represented the first major overhaul
of Federal Information Technology (IT) in the past 20 years
and set forth the Government’s objective of improving the
Government’s management of IT." In the days before the
passage of FITARA, some Senators acknowledged that
“[w]e built an IT infrastructure that is bloated, inefficient,
and actually makes it more difficult sometimes for the
government to serve its citizens.”'® Meanwhile, others
boldly held onto the idea of “better results for less money, or

the same money.”"”

Soon after FITARA became law, the Government Ac-
countability Office (GAO) issued a report elucidating the
extravagant amount of money agencies spend annually to
maintain legacy IT systems.'® The GAO’s 2015 High-Risk
Series report found that “agencies spent over $80 billion an-
nually on IT investments, but over 75 percent of the $80 bil-
lion went towards operations and maintenance of legacy
IT,” leaving less funding available for development.'® As
part of GAO’s investigation, the Department of Defense
(DOD) reported that its Strategic Automated Command and
Control System—which coordinates the operational func-
tions of the U.S. nuclear forces—is over 50 years old, runs
on an IBM computer from the 1970s, and uses eight-inch
floppy disks.2? To put this in perspective, a single modern
flash drive can hold the same amount of data as 3.2 million
floppy disks.?! During Committee hearings, members of
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Congress recognized that “spending on legacy IT results in
higher costs and security vulnerabilities where old software
and operating systems are no longer supported by vendors.
The Federal Government is years, and in some cases de-
cades, behind the private sector.”??

Funding For Modernization

Recognizing that the problem of modernization is perpet-
ual, the House of Representatives recently passed the
Modernizing Government Technology Act of 2017 (MGT
Act).® The purpose of the MGT Act is “to build on FITARA
and empower and hold accountable covered agency [chief
information officers] to pursue IT modernization.”?* If it
becomes law, the MGT Act would establish new budget ac-
counts to fund efforts to modernize Government IT
systems.? In congressional hearings, the need to modernize
technology to be more cost effective and adequately protect
information security was raised repeatedly.?® Moreover,
State Representatives acknowledged that budget cuts reduce
the amount of funding agencies can devote to system
upgrades, not to mention hiring and retaining staff needed to
modernize and replace outdated information systems.?”

The House of Representatives recognized that uncertainty
in budgets for information systems and IT “handicap[s] our
ability to modernize our legacy environments and our aging
infrastructure and provide the services that taxpayers
need.”?8 A main purpose of the MGT Act, therefore, is to es-
tablish a dedicated modernization fund to help agencies
replace their outdated information systems with “more mod-
ern, adaptive, and secure systems.”?® Importantly, the bill
ensures that funding can continue by establishing a “revolv-
ing loan fund” that would be “self-sustaining because agen-
cies that receive money for modernization projects would

be required to repay it over time.”%°

Procuring Modern Information Technology

While funding for modernization is crucial, several barri-
ers still exist in federal procurement, especially regarding
the use of cloud computing. For example—as even the ca-
sual observer might quickly recognize—the Government
has “ingrained cultures that are slow to change” (i.e., the
floppy disk) and the federal appropriations process does not
lend itself to investing in risky, innovative, long-term
procurements in IT systems.®' The MGT Act is intended to
be a crucial turning point, providing the Government with
greater flexibility for the purposes of accessing and allocat-
ing critical IT-related funding.3? Procurement officials,
however, are likely to still face cautious contractors that
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wisely recognize the risks of increased targeting by hackers
and that must remain alert to potential downstream liability
to the Government in the event of a breach. In fact, the for-
mer head of the Office of Federal Procurement Policy and
Defense Procurement and Acquisition Policy recently
acknowledged that the Government needs to “decriminalize
commerce.”®® The following sections of this BRIEFING PAPER,
therefore, take a deeper dive into progress the Government
has made in facilitating the procurement process for com-
mercial suppliers that can offer assistance in taking the
Government’s IT systems out of “crisis” mode. Equally
importantly, this Paper also highlights the risks these com-
mercial companies turned Government contractors will
continue to face when conducting business with the
Government.

GSA Schedule 70 Overview

As one of over 30 different Schedules under the GSA
MAS Program, Schedule 70 is the largest acquisition vehi-
cle in the federal Government.3* Schedule 70 covers com-
mercial IT products and services, such as cybersecurity
measures, cloud computing software and platforms,
e-authentication hardware tokens, and equipment such as
cables, desktop computers, and modems.®® These items are
available through the Schedule to all federal agencies as
well as state, local, and tribal governments through coopera-
tive purchasing for certain Special Item Numbers (SINs),
which are identified in Table 1 below.® As of the date of the
publication of this Paper, the products and services avail-
able on Schedule 70 are classified into 31 SINs, some of
which contain further discrete subcategories.”

The Government’s commercial IT products and services
needs range from the very basic, everyday hardware to
advanced, specialized services. For example, many com-
mercial suppliers take advantage of opportunities to lease,
rent, and sell cables, modems, digital cameras, laptops and
other forms of equipment to the Government. Meanwhile,
other specialized suppliers focus on commercial satellite
communications subscriptions, cyber hunt services, or
penetration testing. The Government’s various needs and
reliance on commercial IT products and services continue to
make Schedule 70 the most used Schedule in the
Government.

In fiscal year 2016, federal, state, and local governments
collectively purchased approximately $45 billion through
GSA Schedule contracts, with about $14.7 billion in sales
going through Schedule 70.3® Needless to say, the Govern-

3
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ment’s eagerness and willingness to spend on IT lures many
commercial IT suppliers into the realm of Schedule 70 like
flies to honey. However, access to the ease that Schedule 70
offers to federal purchasers is not without significant risks
that many commercial contractors may not be prepared to

ance risks, country-of-origin requirements, audit rights, and
recordkeeping requirements associated with contracting
with the Government, the following sections of this PAPER
briefly review some of the areas where commercial and
Government sales can levy significant risks on Schedule

properly address. In addition to the normal list of compli- contractors.
Table 1. Schedule 70 SINs*®
SIN Description
132-100 Ancillary Supplies and/or Services
132-40 Cloud Computing Services
132-41 Earth Observation Solutions
132-99 Introduction of New Information Technology Services and/or Products
COMSATCOM SERVICES
132-54 Commercial Satellite Communications (COMSATCOM) Transponded Capacity*
132-55 Commercial Satellite Communications (COMSATCOM) Subscription Services*
CYBER HUNT
132-45C | Cyber Hunt
IDENTITY, CREDENTIAL AND ACCESS MANAGEMENT
132-60A Electronic Credentials, Not Identity Proofed (Assurance Level 1| OMB M-04-04) Man-
aged Service Offering
132-60B Electronic Credentials, Identity Proofed (Assurance Level 2 OMB M-04-04) Managed
Service Offering
132-60C Digital Certificates, including ACES (Assurance Level 3 and 4 OMB M-04-04)
132-60D E-Authentication Hardware Tokens
132-60E Remote Identity and Access Managed Service Offering
132-60F Identity and Access Management Professional Services
132-61 Public Key Infrastructure (PKI) Shared Service Providers (PKI SSP) Program
132-62 Homeland Security Presidential Directive 12 Product and Service Components
INCIDENT RESPONSE
132-45B I Incident Response
PENETRATION TESTING
132-45A I Penetration Testing
PRODUCTS
132-3 Leasing of Products
132-4 Daily/Short Term Rental
132-8 Purchase of New Equipment (boards, cables, desktop computers, digital cameras, etc.)*
132-9 Purchase of Used or Refurbished Equipment
132-12 Maintenance of Equipment, Repair Services, and/or Repair/Spare Parts
RISK AND VULNERABILITY ASSESSMENTS
132-45D Risk and Vulnerability Assessments
SERVICES
132-56 Health Information Technology Services
132-50 Training Courses
132-51 Information Technology Professional Services (automated news, data, and other informa-
tion services, desktop management, IT backup and security services, programming ser-
vices, etc.)
132-52 Elegtronic Commerce and Subscription Services (e-mail services, internet access services,
etc.
132-53 Wireless Services
SOFTWARE
132-32 Term Software License (Macintosh, Office Suites, Virus Detect, etc.)*
132-33 Perpetual Software License*
132-34 Maintenance of Software as a Service*
*TDR Applies
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Commercial Sales Practice And The “Price
Reductions” Clause

The MAS Program provides agencies with competitive,
market-based pricing. Orders placed under the MAS Pro-
gram will be found to meet federal competition requirements
as long as they result in the lowest overall cost alternative
for the Government’s needs.*® In order to ensure that Sched-
ule orders meet MAS Program competition requirements,
the Government historically used the Commercial Sales
Practice (CSP) disclosures and “Price Reductions” clause
(PRC) requirements to “secure the vendor’s most favored
pricing and maintain this position for the life of the
contract.”*! Under this regime, the Government generally
relied on “vertical” pricing models to establish reasonable-
ness by comparing the contractor’s prices with those offered
to their other customers.*?

In general terms, the PRC is a condition negotiated by the
GSA before a company is granted a Schedule contract. It is
intended to address “[a]ny change in the Contractor’s com-
mercial pricing or discount arrangement applicable” to the
contractor’s Basis of Award customer or category customers
that “disturbs” the Government’s price/discount relationship
to the chosen customer or category of customers.*® The key
to the PRC working as intended, of course, is for commercial
companies to identify the customer or category of custom-
ers upon which the price/discount relationship is
established.* Equally, if not more importantly, it is beholden
on the GSA to “[s]tate clearly in the award document the
price/discount relationship between the Government and the
identified commercial customer (or category of customers)
on which the award is predicated.”®

With the relationship negotiated and established, the
clause identifies three events that can trigger its protections
and mandate a price reduction be given to the Schedule
purchaser. This will occur if the supplier/contractor:

(i) Revises the commercial catalog, pricelist, schedule, or
other document upon which contract award was predicated to
reduce prices;

(i) Grants more favorable discounts or terms and conditions
than those contained in the commercial catalog, pricelist,
schedule, or other documents upon which contract award was
predicated; or

(iii) Grants special discounts to the customer (or category of
customers) that formed the basis of award, and the change
disturbs the price/discount relationship of the Government to
the customer (or category of customers) that was the basis of
award.*®

© 2017 Thomson Reuters

In the presence of these events, the contractor is required
to “offer the price reduction to the eligible ordering activity
with the same effective date, and for the same time period,
as extended to the commercial customer (or category of
customers)” that the contractor identified as its Basis of
Award.*” There are, of course, exceptions to the PRC and
sales that do not trigger the activation of the clause, such as
sales outside the Basis of Award, sales to federal agencies,
and sales of products that are not on schedule.*® Commercial
companies contemplating moving into the Schedule 70
arena, however, need to ensure that they have adequate sales
discipline to ensure that the sales’ staff pricing and disci-
pline fall within the confines of the PRC. In light of how
quickly IT products, services, and competition change, the
PRC can pose a significant burden on contractors and may
severely limit the sales flexibility upon which many software
companies rely to conduct business.

Transactional Data Reporting Rule

On June 23, 2016, the GSA issued a final rule to imple-
ment “the most significant change to the Schedules program
in the past two decades.”® In response to feedback that the
CSP and PRC requirements were some of the most burden-
some requirements of the GSA Schedule program, the GSA
implemented the Transactional Data Reporting (TDR) Rule
to replace these requirements.®® The TDR Rule aimed to
provide “a more dynamic market driven pricing model,” in
which contractors submit prices paid by the Government
and the Government uses this data to “ensure a vendor’s of-
fered price is competitive relative to other vendors.”®' Under
the TDR Rule, contractors submit 11 transactional data ele-
ments to the GSA on a monthly basis in exchange for the
elimination of CSP disclosures and PRC requirements.52 As
opposed to the “vertical” model, the TDR Rule allows the
Government to take a “horizontal” approach by comparing

the contractor’s prices with other contractors.%3

As noted in Table 1, the current TDR Pilot Program ap-
plies to 6 of the 31 Schedule 70 SINs.* In general, the TDR
Program applies to hardware and software procurements,
while most services remain subject to CSP and PRC
requirements.®® To expand the TDR program, the TDR
requirements will apply to an entire GSA Schedule 70
contract if the contract involves at least one SIN that is
covered under the TDR Pilot Program.®® If a contractor only
offers non-TDR SIN(s), however, such as the newly added
SINs for cybersecurity services, the contract remains subject
to CSP and PRC requirements.5”
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Highly Adaptive Cybersecurity Services
(HACS)

Relatively new to the GSA schedule are four new SINs
specifically targeted to the Government’s cybersecurity
needs: Penetration Testing under SIN 132-45A, Incident Re-
sponse under SIN 132-45B, Cyber Hunt under SIN 132-
45C, and Risk and Vulnerability Assessment (RVA) under
SIN 132-45D (collectively, “Highly Adaptive Cybersecurity
Services” or “HACS”). In response to failed IT projects
demonstrating the Government’s lag behind industry, the
Government has turned to Schedule 70 to help to streamline
and standardize procurements, providing agencies with a
way to develop and implement standard best practices and
bridge the gap to industry.5® While the Government’s addi-
tion of HACS SINs was meant to improve how agencies
acquire cybersecurity services, the process of competing for
and obtaining HACS SINs is somewhat unique for those
wishing to win a Schedule.

Oral Evaluations

A unique element of the HACS SINs—which is not typi-
cal for other Schedule 70 offerings—is an oral technical
evaluation. This factor is meant to evaluate contractors wish-
ing to offer HACS to Government Schedule 70 purchasers
based on the vendor’s knowledge of the proposed services.*®
Prospective contractors are invited to an interview, either in
person or virtually, which is held at the unclassified level.5
At the interview, contractors are given a set of questions and
a scenario per SIN and allowed 40 minutes to respond to
each SIN-related round of questions and scenarios, with a
total evaluation session expected to take up to three hours
depending on the number of SINs proposed.®! The Techni-
cal Evaluation Board (TEB) judges the vendor’s answers
and determines an overall “acceptable” or “unacceptable”
rating under the oral technical evaluation factor.®? Contrac-
tors that fail the oral evaluation have one opportunity to
provide clarifications regarding the oral interview within 24
hours of the TEB’s notice to provide clarifications.®® If
rejected, contractors are ineligible to resubmit proposals for
the SIN for which they were rejected for a period of six
months following the date of rejection.®*

Notably, contractors are not permitted to “record or trans-
mit any of the oral evaluation process” and, therefore, may
be prohibited from removing their notes from the evaluation
room.® Contracting Officers (COs) are vested with broad
discretion over the creation of the record of the oral presen-
tation and they may use various methods to record the pre-

6

sentation, including videotaping, Government notes, or cop-
ies of the offeror’s briefing slides.®®

Transactional Data Reporting Rule Exclusion

When introducing the new TDR Rule, the GSA noted that
the CSP and PRC requirements were introduced in the 1980s
to help the GSA and customer agencies “maintain advanta-
geous pricing from original equipment manufacturers,”
which held the majority of MAS contracts.’” However, the
GSA found that “changes in what the Government buys and
shifts in the federal marketplace have eroded the effective-
ness of these tools over time.”®® Therefore, the TDR Rule
would fulfill the Government’s purpose of ensuring it
obtained fair and reasonable pricing, while balancing the
burden on contractors. The newest market for commercial
IT services on Schedule 70, however, is generally exempt
from the new TDR Rule. Thus, procurements for HACS
SINs are rife with requirements CSP and PRC and
obligations.®® The Government will therefore require pure
HACS contractors to monitor pricing and provide the
Government with all mandatory price reductions over the
life of the contract.”

Cloud Computing Products & Services

In addition to increasing its focus on the acquisition of
cybersecurity services and products, the Government has
also embarked upon an IT modernization initiative focused
on the use of cloud computing. In 2011, the Government
implemented a Federal Cloud Computing Strategy, recog-
nizing cloud computing’s potential to solve major inefficien-
cies in the Government’s IT environment, such as low asset
utilization, fragmented demand for resources, duplicative
systems, difficult to manage systems, and long lead times,
and instituted a “Cloud First policy.””" Like commercial
industry, for the Government, cloud computing’s appeal is
found in its ability “to be scalable and elastic”” and does not
require the users to “determine their exact computing
resource requirements upfront,” similar to a utility service.”
For contractors, cloud computing’s appeal, again, lies in its
expanding opportunities for awards.

Cloud Computing On Schedule 70

The Government is finding cloud computing to be a fast,
cost efficient, and flexible solution for aging IT systems.”
Purchasing services through a cloud provider “enables
[Government] agencies to avoid paying for all the assets
(e.g., hardware, software, networks) that would typically be
needed to provide such services [in-house].””* Moreover,
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commercial spending on cloud computing is projected to
increase from $67 billion in 2015 to an astounding $162 bil-
lion in 2020 worldwide.” As commercial sales increase, op-
portunities for the Government to fulfill its “Cloud First
policy” by switching to cloud services have also expanded.”
In fact, over the past two consecutive fiscal years, the
Government has awarded more than $2 billion in cloud
contracts.”” Meanwhile, the SIN for cloud computing under
Schedule 70, SIN 132-40, is gaining popularity with agen-
cies that are being pushed to procure commercial cloud
computing services “first” and with contractors looking to
take advantage of MAS contracts. Recent contract awards
for cloud services on Schedule 70 alone more than doubled
from $666 million in 2016 to $1.6 billion mid-way through
fiscal year 2017.78

In April 2015, SIN 132-40 was introduced to Schedule 70
in order to simplify the Government’s acquisition of com-
mercial cloud services.”® While SIN 132-40 was a signifi-
cant step towards standardizing cloud service procurements,
these acquisitions are often laden with Service Level Agree-
ments (SLAs) that are typically comprised of standard com-
mercial terms and conditions that often vary dramatically
between and amongst suppliers. For example, while the
Government is required to address “reliability” as a key ser-
vice element in SLAs, suppliers use different terms to define

9 <«

reliability, using various terms such as “uptime,” “resil-
ience,” and “availability.”® The lack of an industry standard
SLA for cloud computing services can cause Government
customers to evaluate suppliers’ proposed SLAs differently
and, often, to reject them out of hand. Moreover, cloud ser-
vices are not yet measured with the “precision with which
we categorize units of measurement in electricity, light, or
fuels,” and, as a result, procurement officials have a difficult
time requesting cloud services with a “high degree of
predictability [like other utilities], and cannot achieve
maximum cost-effectiveness in cloud computing service

application.”®!

Challenges In The Cloud

(1) Service Level Agreements. SIN 132-40 for cloud
computing services is similar to the HACS SINs, in that they
are all exempt from the TDR Rule.® SIN 132-40, however,
is not subject to the oral technical evaluation requirement.®
Instead, Government agencies ensure cloud services are
performed “effectively, efficiently, and securely,” by negoti-
ating SLASs in the resulting contract.3* SLAs define the level
of service and performance, roles and responsibilities, how
performance will be measured, and enforcement mecha-

© 2017 Thomson Reuters

nisms used to ensure performance levels are achieved.®® As
mentioned above, the current cloud computing market does
not have “defined and applied standardized units of measure-
ments that can be specified in Service-Level Agreements,”
so such agreements tend to “vary widely.”® During negotia-
tions, contractors must carefully review SLA terms provided
by the Government to ensure the terms closely align to their
specific services being provided.

(2) FedRAMP. The Federal Information Security Man-
agement Act of 2002 (FISMA) established standard IT secu-
rity requirements for federal systems.®” In furtherance of
FISMA, the GSA created the Federal Risk and Authoriza-
tion Management Program (FedRAMP) to ensure contrac-
tors providing cloud services to the Government were
compliant with FISMA requirements.88 Importantly for
contractors, FedRAMP provides a standardized—and ardu-
ous—program for receiving a FedRAMP-compliant desig-
nation that is applicable Government-wide.®® While stan-
dardization and streamlining is generally welcomed by
industry, contractors should still approach FedRAMP with
ample time and preparation.®® According to a recent Coalfire
report, the time for a CSP to reach FedRAMP status and be
provided to Government purchasers as FedRAMP compli-
ant has shrunk dramatically over the last few years with an
average time now hovering around eight months.®" The
duration of the process will, however, depend on a compa-
ny’s advance preparation in conjunction with the breadth of
the authorization it wishes to pursue with the Government.%2
Of course, the cost to obtain FedRAMP authorization can
also be a substantial hurdle for some companies and will
vary. It has been estimated by Coalfire to range from
$350,000 to $865,000 for a Software-as-a-Service solution®
to upwards of $2.25 million for a mid-range CSP.%*

(3) Building in Trust and Termination. Along with ensur-
ing that cloud service providers meet both technical and se-
curity requirements, agencies have also been instructed to
specifically plan for contract termination and contractor
transition.®® Toward this end, agencies are required to
consider “cessation of service, extraction of data, format(s)
for the extracted data, sending the data to a new provider,
and restarting key services on the new provider’s
platform.”®® Inarguably, these are smart steps for the Gov-
ernment to take. However, contractors should prepare
themselves for these conversations as they may be points of
contention during negotiation.

Government And Industry Concerns
As mentioned above, GSA Schedule 70 is currently the

7
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largest Schedule within the MAS Program. As a result, both
Government and industry have felt the burdens of oversight
surrounding Schedule 70. For example, the Government has
received internal criticism regarding compliance with the
MAS Program.®” In addition, Schedule 70 contractors have
often become entangled in the crossfires of major fraud al-
legations resulting in billions of dollars in fines and tense
political controversies. Over time, several major contractors
have come and gone from Schedule 70, raising eyebrows
throughout Government and industry.

2016 Office Of Inspector General Audit Of
Schedule 70 Contracts

In September 2016, the GSA Office of Inspector General
(IG) conducted an audit of Schedule 70 price evaluations
and contemporaneous contract negotiations to determine
whether contract and option awards under the Schedule
complied with federal regulations and policies.®® The result-
ing report reminded agencies that price negotiation is a key
tool for ensuring the Government obtains the best price pos-
sible under Schedule contracts.®® The IG then rebuked
Schedule 70 contracting personnel for not consistently
conducting negotiations or maintaining proper award
documentation.'® In response to a draft report of the audit,
the GSA Office of IT Schedule Programs acknowledged the
errors discovered during the audit, while also noting the
continuous efforts contracting staff make to adjust to the

“ever-changing IT market conditions.”%!

Government personnel faced with procuring commercial
IT products and services are faced with a range of issues. In
fact, just a few months after the IG’s audit, a hearing before
the House of Representatives Committee on Oversight and
Government Reform highlighted the fact that Government
personnel have been faced with finding old parts for legacy
systems, which contain either obsolete parts or components

that are more than 50 years old."%2

In stark contrast, agen-
cies are also faced with purchasing modern electronics, such

as smart phones, with ever-changing operating systems.'%3

The issues facing the GSA and the Government writ large
provide commercial companies with significant opportunity.
But it is important for commercial companies to realize that
the Government may, in its zeal to purchase, attempt to cut
corners in the contracting process. While this may sound
like good news for a commercial company that just wants to
make the sale, it is imperative that any company wishing to
sell to the Government not only follow the rules themselves,
but make sure the Government is following the same rules.

8

Oracle Departs The Schedule

In 2016, Oracle removed all products, including those
sold through resellers, from the GSA Schedule 70.1%* Al-
though Oracle did not release an official statement, the
reasons for departure appeared to be to avoid the hassle of
contracting with the Government through its “simplified”
means and that the relatively small percentage of Govern-
ment sales was not worth the severe risks Oracle faced, like
those posed by the False Claims Act.'® For example, in
2011 Oracle settled a lawsuit with the GSA based on Depart-
ment of Justice allegations that the company failed to meet
its contractual requirements to provide the GSA with cur-
rent, accurate, and complete CSP information, including the
discounts the company offered to other customers, and al-
leged, therefore, that Oracle failed to comply with the PRC
requirements.'% Similarly, in 2015, IT companies VMWare
and Carahsoft paid a $75.5 million fine to resolve allega-
tions of misrepresenting CSP information that led to alleged
overcharging of the Government on VMWare software and
services under the GSA Schedule.'” Oracle’s departure may
reflect its, and even industry’s, concerns surrounding the
potential for severe liability under the False Claims Act for
attempting to abide by the often confusing and undefined
rules and regulations governing selling through the GSA.

Kaspersky Kicked From The Schedule

Concerns that one GSA Schedule 70 holder may be
“susceptible to manipulation by the Russian government,
and that its products could be used as a tool for espionage,
sabotage, or other nefarious activities against the United
States” caused the Government to remove the cyber security
firm, Kaspersky Lab, from Schedule 70 in July 2017.1% In
the weeks prior to the removal, Kaspersky drew attention in
Washington, D.C. when allegations were raised that Kasper-
sky maintained ties to Russian intelligence.'®® Kaspersky
Lab is a global company, headquartered in Russia, with a
U.S. Subsidiary, Kaspersky Lab North America."®

In the midst of investigations and questions surrounding
Russia’s involvement in the 2016 U.S. Presidential election,
U.S. officials became concerned that Russian intelligence
services “could try to exploit Kaspersky Lab’s anti-virus
software to steal and manipulate users’ files, read private
emails or attack critical infrastructure in the U.S.”"" While
many references to “concerns” regarding Kaspersky’s
products and potential ties to Russia’s main intelligence
agency have been made, Kaspersky denies ties to any
government and claims to be in the middle of a “geopoliti-
cal fight” between Russia and the United States.'2
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Notably, the Government’s actions come when neither
Kaspersky Lab nor Kaspersky Government Security Solu-
ions has been formally excluded “from receiving certain
federal contracts, subcontracts, and financial and non-
financial assistance and benefits” through the System for
Award Management (SAM)."3 That is to say, Kaspersky
1as not been suspended or debarred. However, the use of
Kaspersky by Government agencies remains highly re-
stricted and, effectively, banned. The Senate’s proposed
National Defense Authorization Act for Fiscal Year 2018
>xpressly calls for the DOD to stop using Kaspersky Lab’s
sroducts on DOD systems."* And, if the Government’s ac-
ions against Kaspersky with the GSA and the DOD were
10t clear enough, on September 13, 2017, the Department of
Homeland Security issued a Binding Operational Directive
‘BOD) directing Federal Executive Branch departments and
agencies “to identify any use or presence of Kaspersky
oroducts on their information systems in the next 30 days, to
levelop detailed plans to remove and discontinue present
and future use of the products in the next 60 days, and at 90
lays from the date of this directive, unless directed otherwise
oy DHS based on new information, to begin to implement
‘he agency plans to discontinue use and remove the products

from information systems.”"15

The message out of what is happening with Kaspersky is
something that should come as no surprise to many interna-
ional companies selling to the United States—contractors
are susceptible to political whims. Why, exactly, Kaspersky
was targeted and what the Government actually knows about
‘he company will probably never be known outside of the
ntelligence community, but the allegations have a broader
>ffect than simply stopping federal sales. Recently, taking
ipparent cue from the Government’s actions, Best Buy
sulled Kaspersky products from the products it is selling.!®
And while the issues surrounding Kaspersky are current,
‘hey are far from new or exclusive to the United States.
Technology companies from all over the world, and the em-
dloyees they hire, often find themselves in close proximity
:0—and initially trained by—their home country’s intel-
ligence and national security infrastructure. As such, and be
it right or wrong, it is likely that in the future they too can
come under suspicion because of those relationships and
find themselves, like Kaspersky, “software non grata” in the
United States."?

Guidelines
Despite the seemingly heavy-handed nature of the warn-
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ings in this BRIEFING PAPER, the U.S. Government remains a
reliant and voracious consumer of commercial IT products.
Companies just need to be careful and recognize that the
customer with which they are dealing is a multi-headed
hydra, with some heads friendly, and others decidedly not.
These Guidelines are intended to help you navigate the
many risks relating to GSA technology acquisitions. They
are not, however, a substitute for professional representation
in any specific situation.

1. If applicable, carefully identify and explain your com-
mercial sales practices to the GSA CO negotiating your
contract. Make sure there are no open questions or issues in
the mind of the GSA CO as to how pricing and discounting
is accomplished. Avoid “company speak” and “program
vernacular.” Clearly identify, in written communication to
the CO, what elements of your proposal constitute a price, a
discount, a rebate, a sales incentive, etc. There is no need
for a contractor to change the way it sells to commercial
companies as long as it clearly identified how it is being
done in its CSP.

2. Choose your Basis of Award customer wisely. Be wary
of attempts or efforts to identify your Basis of Award as “all
commercial customers,” as such an identification would trig-
ger PRC obligations with every commercial sale. This, in
turn, would either severely hamstring your company’s sales
flexibility or would significantly increase your risk of violat-
ing the PRC and resulting in possible, and significant, False
Claims Act liability.

3. If already on Schedule 70, refamiliarize yourself with
the submitted Commercial Sales Practice and the negotiated
Price Reduction Clause. If proposing only HACS SINs, you
will need to be prepared for the CSP and PRC requirements.
If proposing HACS SINs along with TDR Rule SINS, you
will need to be prepared for the TDR requirements.

4. Become familiar with the HACS SINs. Carefully
investigate the depth and breadth of requirements for each
SIN. When preparing for the oral technical evaluation,
inquire as to how the TEB intends to record the oral presen-
tation, request that the evaluation be videotaped to preserve
the record, and mark your information as proprietary, espe-
cially if briefing slides or presentation notes will be incorpo-
rated into the Government’s contract file.

5. Look to the clouds. Commercial and governmental
entities are both pushing towards cloud services. If partici-
pating in the market, important processes include FedRAMP
certification and negotiating SLAs. Contractors should

9
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prepare for SLA negotiations, which will most likely involve
topics such as cessation of service, extraction of data,
formats for the extracted data, sending the data to a new
provider, and restarting key services on the new provider’s
platform.

6. Remain cognizant of “ever-changing IT market
conditions.” The Government is looking to the future of IT
systems, and you should too. Attend industry day presenta-
tions relating to your company’s lines of business, monitor
Government websites for releases of potentially relevant
business opportunities, and stay abreast of technology
developments that affect your business.

7. Decide if the GSA Schedule Program is right for you.
Carefully investigate the benefits of selling commercial
products and services to the Government. Like Oracle, some
may determine the risk is not worth the benefit. International
companies should also examine the likelihood that their
home-nation relationships may work against their com-
mercial efforts.

8. Follow IT budgets. Monitor the progression of the
MGT Act and strategize as to how your company might be
able to take advantage of the Government’s increasing
investments in IT.
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