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Taking Stock of the Block:
Blockchain, Corporate Stock
Ledgers, and Delaware General
Corporation Law—Part I

John C. Kelly and Maximilian J. Mescall*

Delaware recently amended the Delaware General Corporation Law to
authorize Delaware corporations to replace their paper and electronic stock
ledgers with a blockchain. Blockchain, also known as a distributed ledger,
can promote efficient recordkeeping, but there are several legal and practical
hurdles that corporations need to address before they can reap the full benefits
of blockchain legalization. In this first part of a two-part article, the authors
discuss blockchain and its applications. The second part of the article, which
will appear in an upcoming issue of The Journal of Robotics, Artificial Intel-
ligence & Law, will explain Delaware’s legislation, and blockchain’s potential
uses and hurdles.

Delaware recently amended the Delaware General Corporation
Law (“DGCL’) to explicitly authorize Delaware corporations to
replace their paper and electronic stock ledgers with a blockchain.
The law received acclaim from experts in the technological, corpo-
rate, and legal fields, and supporters expect it will reduce corporate
transactional times and costs while avoiding expensive litigation.
Because Delaware is the home of 64 percent of Fortune 500 compa-
nies and 90 percent of initial public offerings, the new amendment
will have national implications.! Blockchain, also known as a dis-
tributed ledger, can promote efficient recordkeeping, but there are
several legal and practical hurdles that corporations need to address
before they can reap the full benefits of blockchain legalization.

Blockchain is the foundation of Bitcoin and Ethereum, two
major cryptocurrencies that have shaken the basic assumptions
underlying the financial industry. Bitcoin is to blockchain what
email is to the internet: a single application to an expansive and
disruptive technology. Just as the internet has shaken assumptions
in commercial, informational, and service-based industries, block-
chain challenges the foundations of financial industries and cor-
porations. With its other evolving applications, such as Ethereum’s
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Smart Contract program, blockchain may be able to fuel major
innovations in the financial and corporate sphere.” Bitcoin has a
checkered history and is often associated with criminal enterprises,
such as tax evasion and drug smuggling. But Delaware’s law removes
blockchain from this legal gray area, enabling companies to use
distributed ledgers in corporate governance and maintenance.’
Corporations must utilize this new technology to stay ahead of
the competition. This two-part article discusses blockchain and
its applications, Delaware’s legislation, and blockchain’s potential
uses and hurdles.

Blockchain and Its Applications

Blockchain Generally

At its core, blockchain is a type of database. Both store infor-
mation, which users retrieve and alter. Databases, however, are
centralized servers; all users must access the database in order to
retrieve its data.* With centralization comes vulnerability. While a
centralized database can restrict users, it can also be overwhelmed
by Denial of Service attacks, unilaterally altered by the entity con-
trolling the database or a malicious third party, or shut down if it
malfunctions. Additionally, the owner of the database must pay for
maintenance and upgrades on the system. System owners pass these
expenses onto users or advertisers, driving up costs. In return for
viewing advertisements or paying fees, users look to the trusted
party, the database owner, to verify the information or transactions
that take place on the database.’

Unlike an actual database, a blockchain is a decentralized led-
ger network.® Rather than having users access a single centralized
database, users access the copy of the blockchain on their computer,
which refreshes as other users access and update the content of the
network.” By joining the network, users authorize their computers
to become network nodes that verify transactions and alterations to
the blockchain.? The blockchain “algorithmically enforce[s] private
agreements and community principles at a global scale by shifting
the cost of trust and coordination to the network.” Because nodes
must authenticate each transaction, an exchange on a blockchain is
considered trustless.' The network, rather than trusted third party,
confirms an exchange."" Thus, person-to-person interactions are
viable on a blockchain.
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Instead of relying on a trusted party to verify transactions,
the blockchain ensures accuracy by using cryptography and the
hash function.'”? A hash function “enjoy[s] the potential for high
security absent dedicated, and resource-intensive, attempts to
crack them”” and allows users to detect tampering by malicious
parties.’ A hash function is too complex to explain entirely here,
but essentially takes the input data, which are the transactions,
and condenses them into secure output data, which is later orga-
nized into a block of information." This block is then verified by
computers on the network, which then hash—or chain—the blocks
together.'® If a hacker attempts to reverse a transaction, then the
hashes between the various blocks change, alerting users that the
new block is different from that which the blockchain accepted."”
Additionally, that hacker would need to change every block in the
chain, compromising multiple hashes and requiring an immense
amount of computing power, with the power requirement increas-
ing as the blockchain lengthens.'® As a result, blockchains, though
not infallible, are nearly impossible to alter.

There are three types of distributed ledgers a network creator
can adopt: public, private, and hybrid (also known as consortium)."
Public, or permissionless, ledgers are available to all, and all users
have “identical privileges to view, modify and affix their assent
to a transaction.”* Private, or permissioned, ledgers allow access
to a limited number of nodes, thereby controlling who may alter
the blockchain.?! Hybrid ledgers attempt to merge the transpar-
ency of public blockchains with the control of private ledgers by
allowing a governing body to select which transactions are public
and which require permission to view.?? Blockchains are therefore
customizable and can fit the needs of the parties or corporation
that codes it.

Blockchain and Bitcoin

For those who have difficulty conceptualizing a blockchain,
Bitcoin provides a real-world example of its function. Bitcoin is
a type of cryptocurrency whose value is driven by speculation
and scarcity, rather than by support from a government. It was
first proposed by a person or group of people calling themselves
Satoshi Nakamoto.” Utilizing distributed ledger technology,
Nakamoto envisioned a system that allowed transactions without
a trusted third party, such as a bank, reviewing and approving the
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exchange.”* Essentially, Nakamoto suggested that cryptocurrencies
could replace banks and government controls in the same way the
blockchain could replace centralized databases.”> With blockchain,
once a transaction is made, it is nearly impossible to reverse.* Thus,
a party cannot renege on a transaction once it occurs, and every
user can trace the history of all bitcoins from creation to current
ownership by examining the transactional history in the publicly
viewable distributed ledger.”’

To trade Bitcoin, users download a bitcoin wallet—a platform
that grants access to the distributed ledger. There are two ways
to put a bitcoin in this wallet: (1) trading real-world currency for
bitcoin or (2) mining bitcoin.?® Bitcoin mining is what drives the
system and ensures the accuracy of the distributed ledger. When
a transaction occurs, that transaction is added to a block with one
block created about every ten minutes.”” When a block is created,
it is sent to nodes on the ledger, which then have an opportunity to
mine the block.’** Mining involves solving the difficult mathemati-
cal formulas that are the basis of cryptography.*® Upon receiving
the new block, Bitcoin miners engage in proof of work—a race to
solve the cryptographic formula through pure computational guess-
work.*? The first user to solve the mathematical formula attempts
to place the mined block on the largest chain on the ledger.”® Using
consensus protocols, the miner’s node shares the mathematical
answer to the cryptographic formula.’* Once a majority of nodes
accept the miner’s answer as correct, the mined block is added to
the longest chain.”” In return for completing the equation first, the
system may reward the miner with a newly minted bitcoin.’® The
ledger subsequently updates and supplies the miner with a pair of
cryptographic keys specific to the bitcoin.”

These keys prove ownership of the bitcoin and are essential
to the transfer processes.’® Each bitcoin has a public key, which is
what appears on the blockchain and is universally available to those
who access the chain.” The owner of the cryptocurrency also has a
private key, which acts like a password and is necessary to trade the
coin.” A party obtains a bitcoin by communicating with a public
key on the distributed ledger, and the owner confirming the trade
by sending the private key to the blockchain.* When an owner
trades a bitcoin, the blockchain “utilizes mathematical techniques
to match a public address with a private security access key for each
participant in a transaction.”** Once the system verifies the public
and private keys, the transaction is broadcast to all ledgers on the
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network, which group it with other transactions into a block that
miners subsequently verify and place on the ledger.*

Cryptocurrencies are not necessary for a blockchain.* Inno-
vative uses arise when the traded item is not a digital currency,
but instead a digital representation of a real-world item, such as a
property deed or an intellectual property right.* With smart con-
tracts, parties can easily transfer goods and money by automating
the transactional process.

Blockchain and Smart Contracts

A smart contract is a computerized protocol that, when all pre-
requisites are met, executes the terms of the contract.*® It is there-
fore self-enforcing and can self-execute without significant input
from either party.* Self-executing contracts have been around for
decades, but the recent merger of blockchain and smart contracts
have breathed new life into the technology. Along with blockchain’s
immutable ledgers, “[s]mart contracts can provide automatic and
predictable execution, again removing the ability for third parties
to subvert agreed-upon processes.”*®

Like its legal namesake, a smart contract contains clauses, such
as bonding or collateral clauses, in the code itself.* Each of these
programs has a unique address on the blockchain toward which
the parties direct their transaction.”® For example, some musi-
cians have replaced record labels with smart contracts.’' Listeners
on a public blockchain submit a request to a smart contract for a
musician’s song.”* The smart contract recognizes the request, takes
the required cryptocurrency from the listener’s wallet, places that
currency in the musician’s wallet and sends the listener an MP3
file with the requested song.” This transaction is recorded on the
blockchain and is publicly viewable.* The artist, therefore, can
maintain licensing ownership of the music, without a music label
intermediary, and the listener can obtain the music at a fraction
of the cost.”

In fact, smart contracts allow entire organizations to exist
solely on the blockchain. With Ethereum, a blockchain platform
that includes smart contracts, groups can organize a decentralized
autonomous organization (“DAO”).% Users establish a DAO to fin-
ish a certain project and then request funds from the community,
similar to how a corporation raises money by making a public



150 The Journal of Robotics, Artificial Intelligence & Law [1:145

offering.”” To set up a DAO, users write a smart contract that gov-
erns the fundraising.’® One person is designated as the owner of
the DAO and acts as a CEO or president.” Participating investors
send ether, Ethereum’s cryptocurrency, to the smart contract, which
then executes its terms and sends an ownership token to the inves-
tor.®” In some cases, smart contracts act similarly to a Kickstarter
and return the ether to the investors if the DAO fails to reach its
fundraising goals within a specified time.®' In other cases, the code
provides digital keys that grant voting rights in a DAO, allowing
users to vote to support or ratify certain DAO actions.®® If enough
members vote in favor of pursuing the considered action, a smart
contract executes, and the task is distributed to DAO employees
or the action is automatically taken.® Alternatively, the owner can
alter the founding smart contract and appoint other users to have
control over certain actions similar to how officers in a corporation
are responsible for certain tasks.*

Smart contracts, therefore, can significantly decrease the time
and effort involved in decision making or agreement execution. If
programmed correctly, they lead to “increased speed and accuracy
of business transactions, more efficient business operations, and
better, quicker, and cheaper enforcement of contracts”®> With smart
contracts, ownership of digital rights are clear and the program
cannot distribute, seize, transfer, or divest those rights without
the proper input. Simplification and efficiency are possible with
the automatic execution of smart contracts. Additionally, since the
smart contract is part of the code, it is not subject to political or
jurisdictional divisions. As one scholar described it, “[w]ith smart
contracts, it is the code that is the law.”®

If the code is law, however, then flaws in the code are also law.
Smart contracts are not infallible. The average software has between
15 and 50 errors per 1,000 lines of code.” Because smart contracts
are a relatively new form of software, the likelihood of error is nearly
double that average.®® This article discusses some of these security
issues, but first examines how real-world companies—specifically,
financial institutions—have adopted this technology.

Blockchain and Fintech

Financial technology, otherwise known as fintech, encompasses
several technologies, including cryptocurrencies, blockchain,
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mobile banking applications, securities, and high-frequency trad-
ing. While most of these advancements simply increase speed or
access for financial institutions or consumers, blockchain pro-
vides the opportunity to make significant changes to the financial
landscape.®

Because blockchain platforms are used primarily in crypto-
currencies and other financial investment platforms, centralized
financial services are vulnerable for disruption. For the most part,
the financial transfer systems have not changed significantly in 150
years. Even though money transfers move rapidly in the internet
era, consumers still require a financial intermediary to transfer
money on a person’s behalf.”” Depending on the complexity and
the institution, the transfers can take hours, or days, to complete.”
With the blockchain, individuals can complete verifiable money
transfers in minutes, not days.

The ATM network provides an example of blockchain’s dis-
ruptive potential.”? Each ATM is owned and operated by a single
bank, but also accepts cards from other institutions. To handle
withdrawals from other banks, a centralized intermediary, such
as Visa, processes the transaction and charges a transactional fee.
With blockchain, the centralized intermediary is unnecessary.
Bank ATMs can interact directly on the decentralized ledger to
handle such requests. That is the type of disruption that Bitcoin was
intended to create. “The question is not whether network business
models supported by blockchain technology will disrupt [banking]
organizations, but when.””?

At this early adoption stage, rather than upending the financial
system, financial institutions are adopting blockchain to make their
systems more efficient.”* Banking consortiums led by blockchain
software developers, such as The Enterprise Ethereum Alliance,
Ripple, R3, and Hyperledger, have organized to adopt blockchain
for modern financial use.”” While Bitcoin and Ethereum are ver-
sions of public ledgers, these financial blockchain initiatives have
developed private blockchain ledgers.”

Using a private ledger, as opposed to a public or hybrid ledger,
has several advantages in the financial industry. Some transactions,
such as trade finance, remittances, syndicated lending, and treasury
operations, require management by experts that only a private
ledger allows.”” With private ledgers, there is no need for Bitcoin’s
proof of work—the need to verify transactions via mining pro-
cess—because all parties provided access are already incentivized
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to maintain accurate financial records. Additionally, banks can
hide some transactions on the blockchain and allow their view-
ing by only approved individuals, thus protecting sensitive client
data from public scrutiny.” Finally, while public blockchains are
immutable, private ledgers may be altered at a later time to correct
mistakes, assuming protocols are programmed into the system.”

Blockchain and Security

Public blockchains are perceived as immutable, but this per-
ception overlooks several potential security risks. There are two
types of security breaches—hacking critical nodes and 51 percent

attacks—but there is also a corrective measure, known as a hard
fork.

Electronic Infrastructure: The Electronic Components
Surrounding Blockchains Are Still Vulnerable

Coindash, a blockchain trading platform, executed an initial
coin offering (“ICO”), a type of initial public offering specific to
cryptocurrencies, which allowed participants to send cryptocur-
rency to Coindash in return for its own digital tokens.** When
the company placed the link to its electronic wallet on its website,
a hacker altered the link, sending approximately $7 million in
cryptocurrency to his personal wallet.® Coindash removed the
fraudulent link and promised to provide investors with the tokens
they purchased regardless of whether Coindash received the money;
the hacker has yet to be caught.®

While established public blockchains such as Bitcoin and
Ethereum are nearly impossible to alter, the digital infrastructure
surrounding a blockchain is not equally secure. Individual nodes
are hackable. Computers holding the private cryptographic keys
for a bitcoin, for example, can be breached and the keys stolen,
effectively pocketing the bitcoin itself.*” Groups can hijack a sys-
tem’s proof of work power and create a separate longer blockchain
to trick the blockchain into adopting the rouge chain.?* Although
a blockchain’s whole is greater than the sum of its parts, software
holes in the individual nodes that maintain the network can be
exploited by third parties.
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A 51 Percent Attack: Altering the Blockchain One
Majority at a Time

Another vulnerability occurs when a person or group con-
trols 51 percent of all the blockchain’s processing power. Because
51 percent of all nodes must confirm that a block is valid before
it can be added to a blockchain, control of over half of the net-
work’s computing power allows for manipulation of the data.®
As a result, hackers could “revise recently settled transactions
on the blockchain and prevent current and future transactions
from being completed” effectively holding the blockchain hos-
tage.® A 51 percent attack can occur when hackers control nodes
maliciously. This can occur in one of two ways: either hackers
collude to overtake a smaller cryptocurrency or hackers rent
enough processing power to control a majority of the network’s
power. Because a blockchain’s consensus protocol consumes large
amounts of electricity, users tend to congregate in countries with
low-cost electricity, increasing the possibility of a 51 percent attack
through collusion.?

A 51 percent attack could occur on any network, but the
smaller the network, the easier it is to control a majority of nodes.
A smaller cryptocurrency known as Krypton was the first to suffer
from such an attack.® Using superior hashing power, the hackers
sold their Krypton and then rolled back the transactions, thus
manipulating the ledger to show that the hackers received money
for the exchange and still retained the cryptocurrency they just
traded.® The hackers later held the Krypton network ransom and
undermined user trust in the network.”

Because it was a smaller network, hackers required less com-
puting power to seize Krypton’s network than is required for larger
cryptocurrencies, such as Bitcoin. However, a 51 percent attack
is theoretically possible on any blockchain network.”” When the
Bitcoin community considered splitting into two separate curren-
cies, Bitcoin and Bitcoin Unlimited, some who supported Bitcoin
Unlimited suggested conducting a 51 percent attack on Bitcoin
to undermine the currency and establish Bitcoin Unlimited’s
dominance.”” The split never occurred, but enough centralized
control of hashing power can undermine even large systems. The
only way to correct such an attack is by convincing enough users
to agree to a hard fork.”
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The Hard Fork: A Corrective Action on a Public
Ledger

A hard fork occurs when a node changes its underlying protocol
but accepts the existing blockchain.”* Subsequent transactions with
this node diverge, or fork, from the nodes with the original proto-
col, thus creating two separate blockchains with the same original
blocks.” Since a node can choose where to begin its divergence,
a hard fork is one of the few effective ways to reverse fraudulent
transactions.”® Unfortunately, hard forks also occur when there is
insufficient consensus from key nodes; when various computers
disagree about whether to accept a transaction as legitimate, there
is an inadvertent hard fork.*”

Two major blockchain networks, Ethereum and Bitcoin, have
conducted hard forks. The first, Ethereum, particularly showcases
the security concerns surrounding blockchain and smart contracts.
The first Ethereum DAO built its entire structure on the blockchain
using smart contracts.”® It raised money through a smart contract
system, but software bugs in the smart contract allowed a hacker
to drain $50 million, a third of the amount raised, into his personal
account.” To remove the hack from the blockchain, a majority of
users reverted to a prior blockchain, effectively erasing the trans-
action.'” However, those that protested the reversal maintained
the blockchain with the recorded theft, thus creating a hard fork.'”
Smart contracts, while efficient, are code that can be exploited if
not properly built.

The second shows how difficult it is to maintain a public ledger.
As Bitcoin aged, some users clamored for changes to the network’s
protocol to expand block size and mining speed.'®> When consensus
failed, some miners created an offshoot cryptocurrency called Bit-
coin Cash by changing a single node’s protocol.'” The subsequent
hard fork split the database, confusing users and leaving Bitcoin
brokers and exchanges scrambling for ways to handle transactions
with both the original and new bitcoin.'” With a public ledger,
unanimous consensus is a must; otherwise, hard forks can effec-
tively undermine the system.

i

The second part of this article, which will appear in an upcom-
ing issue of The Journal of Robotics, Artificial Intelligence & Law,
will explain Delaware’s legislation, and blockchain’s potential uses
and hurdles.
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