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President Obama Signs Two New
Cybersecurity Laws; FERC, Congress Take
Aim at Cybersecurity Risks in the Electric
Utility Sector

By Norma M. Krayem and Alvin Taylor*

A new law gives the President and the U.S. Secretary of Energy emergency
powers over the electric sector in a grid security emergency and seeks to
increase cyber information sharing to better protect all sectors including the
energy sector. In addition, the Federal Energy Regulatory Commission has
issued a Notice of Proposed Rulemaking to address cybersecurity concerns
involving the electric grid, specifically the risk of malicious software being
introduced into industrial control systems, software, and network services
prior to their delivery to the customer. The authors of this article discuss
these developments.

In light of the potentially devastating economic losses that could result from
a cybersecurity attack causing widespread power outages as well as continued
concerns about the vulnerability of the nation’s electric utility system, President
Barack Obama signed into law two bills of import and the Federal Energy
Regulatory Commission (“FERC”) continues to take actions to address critical
cybersecurity concerns to the industry.

PRESIDENT OBAMA SIGNS NEW CYBERSECURITY LAWS INTO
PLACE

President Obama has signed two cybersecurity bills into law that will impact
the energy sector. First, P.L. 114-94 gives the President emergency authorities
over the energy sector in the event of a grid security emergency. The President
can then direct the U.S. Secretary of Energy to take any action needed in the
sector as a result. The Secretary “may, with or without notice, hearing or report,
issue such orders for emergency measures as are necessary in the judgement of
the Secretary to protect or restore the reliability of critical electric infrastructure
during such emergency.” Grid security emergencies include cybersecurity and
physical threats. These wide-ranging powers extend to all Electric Reliability
Organizations, regional entities, or any owner, user or operator of “critical

* Norma M. Krayem is co-chair of Holland & Knight’s cybersecurity and privacy practice and
a senior policy advisor. Alvin Taylor is a senior counsel and represents clients in regulatory and
transactional energy matters. Resident in the firm’s Washington, D.C., office, the authors may
be contacted at norma.krayem@hklaw.com and alvin.taylor@hklaw.com, respectively.
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electric infrastructure.” The term critical electric infrastructure is defined as “a
system or asset of the bulk power system whether physical or virtual, the
incapacity or destruction of which would negatively affect national security,
economic security, public health or safety or any combination of such matters”
and tracks the concerns identified in Executive Order 13636, “Improving
Critical Infrastructure Cybersecurity.”

Congress also continues to express serious concerns over the cybersecurity
preparedness of the electric sector. The House Energy and Commerce Com-
mittee has spent a considerable amount of time on cybersecurity concerns with
the electric grid as well. Chairman Fred Upton (R-Mich.), was instrumental in
inserting the provisions in H.R. 22 while at the same time, moving his own bill,
H.R. 8, the North American Energy Security and Infrastructure Act of 2015,
which passed the House on December 3, 2015, and was sent over to the Senate.
In the past few months, the Senate Energy and Natural Resources Committee
passed S. 2012, the Energy Policy Modernization Act of 2015 out of committee
by a bipartisan vote of 18-4. The bill designates the U.S. Department of Energy
(“DOE”) as the Sector-Specific Agency for the energy sector. Importantly, the
bill provides for the President to notify the Secretary of Energy that “immediate
action is needed to protect the bulk power system,” and upon that notification,
the Secretary of Energy has immediate emergency powers to order a bulk power
system owner, operator or user to take actions immediately to avert or mitigate
a cyber threat.

Second, the President signed into law P.L. 114-113, the Consolidated
Appropriations Act, 2016, which includes the much discussed and debated
cybersecurity information sharing bill. The new law is the first ever that
provides limited liability protections to companies who share cyber threat
indicators with the federal government as well as with each other. The Act
codifies guidance provided in April 2014 by the U.S. Department of Justice
(“DOJ”) and the Federal Trade Commission (“FTC”) that two companies
sharing cyber threat indicators are not an antitrust violation. The DOJ and the
U.S. Department of Homeland Security (“DHS”) had until February 18, 2016,
to issue interim guidelines for how the private sector should share information
with the federal government. Final guidelines must be completed by June 18,
2016.

Increased sharing of cyber threat indicators focuses on ensuring that all
companies understand that there are consistent threats that span all aspects of
critical infrastructure and also seeks to raise preparedness, response and recovery
levels. U.S. government officials have been quoted in recent days about
attempts by the Islamic State of Iraq and the Levant (“ISIL”) to hack into
computers in the nation’s electricity grid. Recent cybersecurity attacks on the
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Ukrainian grid that caused blackouts have reportedly been traced back to the
BlackEnergy family of malware. Public reports about attempted cybersecurity
attacks—reportedly originating from Iran—on some U.S. dams have also
caused alarm.

FERC ACTION

FERC issued a Notice of Proposed Rulemaking (“NOPR”) on July 16, 2015,
to address cybersecurity concerns involving the electric grid, specifically the risk
of malicious software being introduced into industrial control systems, software
and network services prior to their delivery to the customer. FERC’s actions
comes in response to two recently identified malware infections, one of which
(Havex) was implanted in control systems and affected several European
companies, and another (BlackEnergy) that was likely planted in 2011 but only
recently activated.

While FERC does not have authority over upstream suppliers, it recently
sought comments on how best to ensure the integrity and security of supply
chain equipment and software based on those obligations on entities already
subject to the North American Electric Reliability Corporation’s (“NERC”)
authority. Based on these comments, FERC has indicated it intends to direct
NERC to develop a new reliability standard to implement security controls over
the supply chain.

This action is a result of serious and systemic concerns over cybersecurity
risks in the supply chain and, demonstrating how significant FERC considers
this threat, marks only the third time that FERC has exercised its authority to
direct NERC to develop a reliability standard. FERC held a Technical
Conference on January 28, 2016, to “facilitate a structured dialogue on supply
chain risk management.” In addition, the NOPR sought to correct two other
vulnerabilities it does not believe were adequately addressed by NERC’s
proposed cybersecurity standards. First, FERC was concerned that NERC had
not provided adequate physical protections for non-programmable compo-
nents, e.g., cables and switches, of the communication systems between cyber
assets that could enable “man-in-the-middle” attacks utilizing intercepted data.
To correct this shortcoming, FERC directed NERC to modify its proposed
standard to require the protection of all communication links and sensitive data
between the electric system’s control centers, including those carried by
third-party networks.

Second, FERC questioned NERC’s proposal to only establish security
controls for transient devices (such as flash drives) connected to medium- and
high-impact cyber systems but imposing no restrictions for devices connected
to low-impact systems. Concerned that this approach created a security gap by
which malware could still reach critical cyber assets connected to low-impact
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systems, FERC directed NERC to provide more justification for its decision.

Although FERC is respecting its existing jurisdiction and is not seeking to
directly impose obligations beyond those entities already subject to electric
reliability standards, its proposals will begin to substantially change the
working—and ultimately, the contractual—relationship the electric industry
has with its suppliers. To close these gaps that could be exploited by
sophisticated hackers, purchases of control systems and software will likely be
limited to providers that can certify compliance with the final standards
developed by NERC, and communications over telecom wires as well as
wireless networks will be subject to new security provisions.

CONCLUSION

As cybersecurity concerns mount and concerns over physical security reinsert
themselves in the electric utility sector, expect more oversight from DHS, DOE,
and FERC, as well as increased activity at NERC.
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